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1.  INTRODUCTION


1.1.  PURPOSE OF THE SUPPLEMENTAL GUIDE.  The purpose of this guide is to supplement the Commander Directed Investigation (CDI) guidebook and assist commanders and investigating officers (IOs) in conducting CDIs. [NOTE: You can access the guides via the following website: http://www.vandenberg.af.mil/30sw/organizations/staff_agencies/jag/index.html, then click on Military Justice to the left of the screen to bring you to the links to the documents.]  Specifically, the guide provides guidance and recommendations on investigating computer crimes in the Air Force workplace.  This supplement is designed for use in conjunction with the CDI guide published by SAF/IGQ and focuses on computer crimes by military members.  The “chapters” of this supplement track the chapters of the SAF/IGQ’s CDI guide.


1.2. AUTHORITY TO CONDUCT COMPUTER MISUSE INVESTIGATIONS. Commanders have the inherent authority to investigate matters under their jurisdiction, unless preempted by higher authority.  Specific Air Force directives (Attach 1) address how certain types of investigations, such as aircraft accidents or serious crimes will be conducted.  However, Commanders should consult with a staff judge advocate before initiating a CDI.  In a government computer misuse investigation, a commander has two sources of jurisdiction.  A commander can either direct an investigation into (1) misuse of a unit asset (e.g., computer or unit server) or (2) government computer misconduct by a unit member (regardless of which unit owns the computer).  Note that most investigations involve both sources of jurisdiction since most investigations involve a unit member using a unit personal computer accessing an installation-owned internet server.  If the IO discovers significant criminal activity at the preliminary stages of the investigation such as child pornography, the Air Force Office of Special Investigations (AFOSI) and a staff judge advocate must be notified immediately.


1.3. OTHER REFERENCES. Commanders must immediately notify SAF/IGS of any allegations or adverse information involving O-7 selects and above, including their civilian equivalents.  SAF/IGS will conduct ALL senior official investigations. Notify SAF/IGQ of allegations against an Colonel, Colonel select or GM-15 and provide a copy of completed investigation. (AFI 90-301, Table 3.3 and para. 3.13)

2.  THE BEGINNING


2.1. FRAMING THE ALLEGATION(S).  The main sources for determining misuse of government computers by military members are AFI 33-119, Electronic Mail Management and Use, 1 March 1999; AFI 33-129, Transmission of Information via the Internet, 4 April 2001, and the Vandenberg AFB Network User Agreement.  In addition, the Joint Ethics Regulation (JER) provides further restrictions on use of government computers.  The most commonly used UCMJ Article for misuse of the government computer is Article 92, failure to obey a lawful general order or regulation.  However, the IO should always consult a staff judge advocate about the proposed allegations.  The IO frames the investigation to gather evidence to prove the articles allegedly violated; or to disprove the allegation, if that is the direction the evidence takes the IO.  For example, if Article 92 is the only allegation one would start to consider the following before doing the leg work of the investigation: What is the lawful order or regulation violated? Is it punitive? Did this person have a duty to obey it? Why? Did the person have knowledge of the regulation? (Note: consult a staff judge advocate regarding this issue; ignorance is not usually a defense if it is in a lawful regulation or directive that one is imputed to know by virtue of being a member/employee of the USAF.)  Did this person violate this lawful order or regulation?   The AFIs governing computer use qualify as punitive regulations as noted on the first page of the regulations (e.g., AFI 33-119: “Failure to observe the prohibitions and mandatory provisions of paragraphs 3.1 and 3.3, and its subparagraphs by military personnel is a violation of Article 92, UCMJ.  Violations by civilian employees may result in administrative disciplinary actions without regard to otherwise applicable criminal or civil sanctions for violations of related laws.”  AFI 33-129: “Failure to observe the prohibitions and mandatory provisions of this instruction as stated paragraphs 6.1.1 through 6.1.12, and its subparagraphs by military personnel is a violation of Article 92, UCMJ.  Violations by civilian employees may result in administrative disciplinary actions without regard to otherwise applicable criminal or civil sanctions for violations of related laws.”)

3.  CONDUCTING THE INVESTIGATION

3.1. EVIDENCE.  SAF/IGQ’s CDI guide gives the following guidance regarding computer evidence:  “3.2.1.2. Computer Records.  Data contained on computer hard drives, local area networks, e-mail systems, disks, etc. are considered documents and pose special consideration.  Obtaining access to them can be sensitive.  The SJA should be consulted.  Ensure all relevant details concerning receipt of computer gained evidence is recorded.  It may be appropriate to request assistance from systems administrators, or from AFOSI.”  For investigations that may be initiated, it is very important that you consult a staff judge advocate prior to initiation.  Contact the legal office at x5-6232 to arrange a briefing on the basics of conducting the CDI, including key evidentiary issues and when it is appropriate to read Article 31 rights, and in writing the final report.

       
3.2. SEARCH AND SEIZURE.  The remainder of this supplement will be concerned how an IO can obtain access to computer records without violating a member’s rights under the Constitution of the United States.  Note: Decisions to investigate, monitor, or search computers may never be based upon impermissible criteria (e.g. race, religion) or for improper reasons (e.g. in retaliation for submitting an Inspector General complaint).

       
3.3. COMPUTER MONITORING.  The Communications Squadron  (30 SCS) on the installation is generally the only agency that should be involved in running computer monitoring.  (In some cases SFOI or other agencies will also monitor computer systems, but this would be outside the scope of a CDI).  There are three types of monitoring:  (1) monitoring for law enforcement purposes, (2) monitoring to ensure operational security; and (3) monitoring to ensure a computer resource is not being misused or abused (i.e., systems protection monitoring).  It is usually the third method, systems protection monitoring, which concerns an IO.  This monitoring is the one likely to pick up inter-net misuse (e.g., accessing pornography) by a military member, resulting in a CDI.  Some sites such as pornographic sites are more likely to have viruses and more likely to increase other network vulnerabilities than other unauthorized sites such as E-bay or stock exchange sites, even though all are technically misuse if not authorized by a supervisor or if not allowed by other directives, regulations, or policies.  (NOTE: a supervisor may authorize some personal use so long as it stays within the parameters of JER 1-202 and 2-301a(2).)

              3.3.1.  COMPUTER MONITORING EVIDENCE.  With systems protection monitoring, there generally is no concern with the resulting evidence in a CDI.  First, members have already consented to being monitored, both when they log onto a government computer and when they originally signed their user agreement.  Therefore their expectation of privacy is lowered.  Second, systems protection monitoring is considered by courts to be a “private search” and not a criminal “investigative search.”  Because the system administrators are acting within their scope of their responsibility to protect the government computer system, their monitoring would not violate a military member’s reasonable expectation of privacy.  And with this in mind, it is very important to have the IO consult with system administrators during the investigation and focus on NOT having a system administrator do anything that may be perceived as an investigative step for law enforcement purposes throughout the IO’s investigation.  

              3.3.2.  INVESTIGATIVE MONITORING.  If a CDI involves other monitoring that is more like monitoring for law enforcement purposes, then the IO must consult the SJA.  As system administrator should never be requested to step into such a role.  An example would be to have a system administrator monitor a specific individual who is under investigation, knowing that what he or she is monitoring is the specific person rather than a general monitoring of a group.  However, if the commander or the IO wishes to continue to get updates from 30 SCS on potential violations of one of their members during the normal monitoring process, the system administrator has not crossed into the realm of a law enforcement function just because the IO has chosen to wait and see if additional evidence of misuse should materialize during the investigation.

       3.4. DATA FROM SERVERS.  The concept of “servers” used in this section refers to the drives (machines) that allow base computers to communicate with each other or with agencies off-base (“installation server”) or unit computers to share files for use in the unit (“unit servers”).  

              3.4.1.  INSTALLATION SERVER.  The installation server belongs to the installation commander.  If an IO is seeking evidence from this server, the IO needs to get written permission from the Designated Approval Authority (DAA) who is the Wing Commander.  This could arise after 30 SCS notifies the commander that a member has accessed sexually explicit sites or pornographic sites via the internet via the government system, and based upon the certain criteria (e.g. amount of time spent on the sites, the type of sites accessed, the member’s duty performance), the IO determines more evidence of additional misuse may exist on the server.   Based upon the preliminary investigation, the IO believes the member accessed additional sites over an extended period of time beyond the data 30 SCS originally provided to the commander.  The proxy logs (the web-site addresses) for each user may be stored on a server for up to 2 years.  Thus, to retrieve this information, a DAA request and approval is required.  

              3.4.2.  UNIT SERVER.  Because this server belongs to a group, squadron or unit, the IO needs to get written permission from the appropriate commander or authority.

       3.5.  DATA FROM GOVERNMENT HARD DRIVES.  Generally, an IO can access data on a government hard drive the same way the IO can access data from a server (see 3.2.-3.2.2. above).  However, while a member has a very limited expectation of privacy regarding data on a installation server or unit server, the member has a greater expectation of privacy regarding data on a hard drive assigned to them for their daily use.  There are some data files where the expectation of privacy is higher than other data files.  Therefore, the legal office must be consulted prior to seizing and searching a member’s government computer.  More often than not, a staff judge advocate would recommend the execution of a search and seizure authorization.  If the IO’s investigation results in the recommendation to search and seize the member’s government computer, coordination with SFOI, the magistrate, and the staff judge advocate would be required before the computer is searched or seized.

       3.6. DATA FROM DISCS.  The legal office must be consulted prior to seizing computer discs as the member has a greater expectation of privacy.  In addition, if a member has a collection of discs in their office, it often is not clear which are privately owned and which are government property.  Often a search authorization will be required as stated above.

       3.7.  SPECIAL ISSUES

              3.7.1.  E-MAIL.  Electronic mail creates a special concern.  Opened e-mail stored on a government server, computer, or disc is similar to other saved data.  Depending on the storage medium and the circumstances, a warrant may or may not be required.  However, unopened e-mail stored on a government computer is a different matter.  Generally, unopened e-mail stored on a government computer may not be opened without first getting a valid warrant or receiving consent.

              3.7.2.  CONSENT.  Remember that an IO can always receive consent from a member to access data on a government computer or system.  A record of this consent must be completed with AF Form 1364.  If the member gives consent, then he or she has waived whatever privacy concerns he or she may have had.  Note, however, the consent could be limited.  For example, a member who gave consent to access his or her government hard drive has not also given consent to access all of the computer discs stored in his or her office.  Finally, an IO needs to be aware that sometimes the IO does not want to ask for consent as this might give the subject member notice of the investigation, giving the member an opportunity to destroy evidence.

              3.7.3.  SEARCH AUTHORIZATIONS (WARRANTS).  All search and seizure authorizations must be coordinated with the SJA.  If you think you are going to request information that will require a search authorization, the initial advice would be to have SFOI conduct the investigation rather than appointing an IO to conduct a CDI, since there will be important investigative procedures that would be best handled by professional investigators (e.g. chain of custody and preservation of evidence pursuant to legal requirements for admissibility in courts-martial.)  The Military Magistrate is the search authority on the installation.  To grant the authorization the Military Magistrate will require sufficient evidence to support probable cause to believe the evidence of the alleged crime will be at the place to be searched.  This requirement is why the SJA and SFOI will generally be involved.  

ATTACHMENT 1

REFERENCES, REFERRAL AGENCIES

and

APPROPRIATE GRIEVANCE CHANNELS

Commanders initiating investigations should be aware of the various issues and complaints, which are addressed by AFIs.  The following matrix provides for appropriate referral to agencies with programs for the redress of these complaints.  This figure does not list every type of complaint that can be handled by other appeal channels.  If a policy directive or instruction provides a specific means of appeal or redress of a grievance, the complainant should exhaust those appeal procedures. 

	
	Type of Complaint
	Referral Agency

	1
	Appropriated Fund employees -- Conditions of employment (personnel policies, practices, and matters affecting working conditions) or, EEO issues (discrimination based on age, race, color, sex, religion, disability, or national origin), or reprisal against a civil service employee
	Refer to the servicing Civilian Personnel Flight (CPF) for action in accordance with civilian grievance system (either Administrative IAW AFI 36-1203 or Negotiated IAW locally negotiated agreements).  

EEO Complaints should be referred to the Chief EEO Counselor for processing IAW AFI 36-1201.

	2
	Nonappropriated Fund (NAF) employee conditions of employment issues or reprisal
	Servicing NAF Employment Office (conditions of employment) or the IG, DoD for reprisal allegations

	3
	Military Equal Opportunity and Treatment (EOT) Issues
	Refer to local Military Equal Opportunity office -- AFI 36-2706

	4
	Administrative Separations


	Refer to local Military Personnel Flight (MPF)--AFI 36-3208 (Enlisted), AFI 36-3207 (Officers), AFI 36-3209 (Reserves & ANG)

	5
	Air Force Reserve Assignment matters
	Refer to HQ AFRC/DP -- AFI 36-2115

	6
	Equal Opportunity in off-base housing
	Refer to the Housing Referral Office--AFPD 32-60

	7
	Landlord or tenant disputes
	Refer to Commander -- AFI 32-6001

	8
	Claims against the Government
	Refer to SJA -- AFI 51-502 

	9
	Correction of military records
	Refer to SAF/MIBR (AFBCMR process) -- 

AFI 36-2603

	10
	Appeal of an Officer Performance Report (OPR), Enlisted Performance Report (EPR), or Promotion Recommendation Form (PRF)
	Refer to SAF/MIBR (AFEARB process) -- 

AFI 36-2401

	11
	Support of Dependents and Private Indebtedness 
	Refer to subject’s commander or DFAS -- AFI 36-2906

	12
	Suggestions 
	Refer to local Suggestion Monitor or AF/PE – AFI 38-401

	13
	Change to an Instruction/Regulation or current policy guidance
	Refer to appropriate HQ USAF OPR -- AFI 33-360, Vol. 1

	14
	LOC, LOR, or Article 15 (other than discrimination/reprisal)
	Refer to chain of command or Area Defense Counsel (ADC) (or HQ AFLSA/JAJM)

	15
	Punishment under UCMJ 
	Refer to ADC or HQ AFLSA/JAJM -- AFI 51-201

	16
	Article 138, UCMJ (Complaint of Wrong) 
	Refer to Legal channels -- AFI 51-904 

	17
	Hazardous Working Conditions (unsafe or unhealthy) 
	Refer to SE -- AFI 91-301

	18
	Elimination From Training 
	Refer to HQ AETC/IG (AETC directives)

	19
	Medical Treatment 
	Refer to SG for Quality Assessment or Medical Incident Investigation (MII), AFI 44-119 

	20
	Tricare Complaints
	Refer to Tricare Benefits Services Office

	21
	Allegations of homosexual conduct
	Refer to Commander -- AFI 36-3208 (Enlisted), AFI 36-3207 (Officers), AFI 36-3209 (Reserves & ANG)

	
	Type of Complaint
	Referral Agency

	22
	Misuse or abuse of government vehicles
	Refer to LGT –AFI 24-301

	23
	Unprofessional Relationships/Adultery
	Refer to Commander – AFI 36-2909

	24
	Allegations regarding non-AF organizations or agencies
	Refer to specific agency or Service IG or to Defense Hotline

	25
	Allegations of reprisal by DoD contractors
	Refer to IG, DoD

	26
	Allegations against Military Defense Counsel
	Refer to Chief Circuit Defense Counsel

	27
	Anti-Deficiency Act violations
	Refer to SAF/FM – AFI 65-608

	28
	Commander-Directed Investigation (CDI)
	Refer to Commander for CDI process issues

Refer to chain of command or ADC for CDI corrective action 

	29 
	Contracting Issues
	Refer to issuing contract unit or SAF/AQC
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